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Introduction 
Risk Management became a subject in its own right in the 1990s and, since then, it 

has been refined and consolidated into the structure of many businesses and utilities; 

in particular it has become, for many, an integral part of Infrastructure Asset 

Management. Underlying the processes and procedures involved are the two 

principles of ‘probability’ and ‘consequences’. When placed alongside each other 

these facets enable one to assess risk and prioritize investment in preventive measures.  

Combining these two factors (probability and consequences) can give a numerical 

indicator of risk. This, in itself, can be useful in comparing the assets in one location 

with another. 

  

There are three main components to consider which are best posed as questions: 

 

 what is the nature of the threat? 

 what is the probability of its occurrence? 

 what are the potential consequences? 

 

 

The latter pair is often conjoined to form some form of grading which may be referred 

to as ‘criticality’ though some simply rely on the nature of the asset or consequences 

of failure without consideration of the probability. With some exceptions, this 

simplistic approach leads to an even simpler conclusion – if it’ big then it’s critical – 

and there’s a strong element of truth in this. Following a risk assessment possible 

mitigation measures can be formulated and criticality can be an aid to prioritizing 

investment in them? 

 

In the sections below each of these components is examined in more detail. It is then 

considered how they may benefit an asset management system. 

 

 

Types of Risk 
There is already much information available in the public domain about the potential 

risks which could affect localities. In order to place the following discussions into 

context, let us first examine these risks which fall into five (potentially overlapping) 

categories based on the four elements of ancient history: 

 

Natural disasters (earth):  

 earthquake 

 landslip 

 subsidence 

 famine 
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Natural disasters (air): 

 storm 

 hurricane/cyclone 

 tornado 

 

Natural disasters (fire): 

 firestorm/forest fire 

 volcanic eruption 

 

Natural disasters (water): 

 flash flood 

 gradual flood 

 drought 

 tsunami 

 

Man related disasters 

 urban fire 

 terrorism 

 explosion 

 utility failure 

 chemical/radiation 

 

Each of these needs to be considered though most will not be relevant to the location 

under consideration. For instance there is no risk of a tsunami inland or of a forest fire 

in a desert. Where the probability of occurrence is zero they may be ignored in further 

considerations. 

 

 

Probability 
Moving on to the severity of risk, this can be classified on the basis of the likely 

frequency of occurrence which can be done on the basis of subjective frequency or 

quantified: 

 

Category of risk Frequency Quantification 

0 never never 

1 very low 1 in 1000 years 

2 acceptable 1 in 300 years 

3 moderate 1 in 100 years 

4 high 1 in 30 years 

5 extremely high 1 in 10 years or less 

 

These are numbers and descriptions which would require assessment against a large 

sample of events in order to arrive at a balanced representation. The five grades (1-5) 

are common with the grades used for ‘condition’ and ‘performance’ in most asset 

management systems though a ‘0’ category has been introduced where no probability 

exists. 
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The question arises: if there’s no probability of an event then can the asset be deemed 

critical? The use of the ‘0’ grade would appear to answer this. 

 

Consequences 
Obviously there is an issue about the potential effects of an extreme event or 

‘consequences’. There is little point in considering the protection of areas where no-

one lives and the heavily populated conurbations require a high level of protection. 

This is normally assessed on an economic basis involving the cost of human tragedy 

(loss of life) and material losses. 

 

A simple table is again proposed based on the six grade system: 

 

Category Description Population Predicted 

deaths 

Typical economic 

damage USD 

0 Unpopulated 100 or less <1 insignificant 

1 Village 1,000 1 10,000 

2 Small town 10,000, 10 100,000 

3 Large town/city 100,000 100 1,000,000 

4 City 1,000,000 1,000 10,000,000 

5 Conurbation 10,000,000 100,000 100,000,000 

 

 

The main difficulty is in placing a cost on human life to incorporate it into the 

economic equations of cost/benefit/. There is a great reluctance to address this issue as 

the value placed on a life varies considerably between one locality and another and it 

is considered callous to value the life of a child in a rural village as being worth less 

than that of a wealthy city dweller. However it must be recognised that we do this 

every day and the cost can be related to that which is expended, on average, on health 

care to prolong that life. 

 

Criticality 
There are numerous suggestions as to how criticality should be calculated and whilst 

some are quite simplistic (add the grades or just take the worst), others can be very 

sophisticated involving complex equations. An intermediate path is adopted here, 

simply multiplying the grades to a score in the range 0 to 25. 

 

Criticality score = probability grade x consequences grade 

 

 

Use in Asset Management 
How this score is used is the subject of debate. Most documents dealing with 

‘conformance’ would say that the business/utility must have a ‘risk management’ 

system, plan or strategy in place. Those dealing specifically with asset management 

say that ‘risk’ must be taken into account in the setting of objectives and the 

prioritization of investment. The question remains, however, HOW to do this? 

 

In a simple asset management system, criticality might be assessed but it is difficult to 

build it into any meaningful calculation which would place it alongside the remaining 

asset life or current valuation. Most practitioners simply take account of it intuitively 
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when prioritizing investment – if it’s critical then we will prioritize investment  and 

maintain/fix it sooner rather than later. If a more logical process is required then the 

procedure could require that the remaining asset life be factored in some manner to 

give added weight to the critical assets. Many will prefer to simply apply a manual 

adjustment to the investment program to favour the critical asset and will invest in 

mitigation measures which effectively reduce the probability and/or the consequences. 
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