
Network Resilience 

This is a new methodology developed to assess the importance of network links in their 
ability to withstand threats of a natural or man-made nature. Whilst the subject is 
‘resilience’, the actual measures relate more to the inverse property – vulnerability. The 
methodology is focused on the links whereas, in practice, many network failures involve the 
nodes (e.g. pump stations, sub stations, pressure controllers etc.) 

 

Whilst not mentioned in the briefing document (Proceedings of the Institution of Civil 
Engineers, 2011, 164), it would appear to be another way of looking at ‘Risk Management’. 
Developed by Hyder Consulting for the UK Department of Transport, the methodology could 
be adapted to any utility which uses links in order to carry out its business and, further, 
could be adapted to suit fixed plant if the process is considered as a network. The Hyder 
proposal involves ten key measures which are scored to provide an overall assessment of 
resilience or vulnerability: 

 

• Redundancy – does the network have parallel links, of a similar nature, which can be 
used as diversions? 

• Diversity – are their functionally different links which can support the network? 
 

• Environmental efficiency – the more efficient the link is, the less likely it is to cause 
problems 

• Autonomy – are the links able to operate independently or does the failure of one 
affect the others? 

• Strength – is the system able to withstand an incident 
 

• Adaptability – how flexible is the system 
 

• Collaboration – is information shared between components and/or stakeholders 
 

• Mobility – are users able to use the system with an acceptable level of service 
 

• Safety – users are not put at risk by using the system 
 

• Recovery – how quickly can the system recover after an incident? 

 

 



 

This seems a little over-the-top and repetitive, if not even redundant? It could, possibly, be 
simplified using the suggested list below: 

• Information and communication – is the system properly recorded, mapped and 
itemised such that the location and nature of all incidents are easily identified and 
located to the relevant assets; a key question in this day and age would relate to the 
use of computerised records and mapping of the system linked to a responsive 
control centre. 

• Condition – what is the condition of the link or node based on the grades used in the 
asset management system (an asset in poor condition is more likely to fail and more 
difficult to recover). 

• Performance – how does the link or node perform based on the grades used in the 
asset management system (a stressed asset is more likely to fail and more difficult to 
recover. 

• Redundancy and Flexibility – does the system have parallel routes which can be 
used to by-pass problems whilst incidents are dealt with; are critical nodes capable 
of being by-passed? 

• Response and recovery – how quickly can the system be brought back into 
functional use after an incident; whilst the nature of the asset is central, the 
resources that are available for deployment in an emergency are crucial in the 
response and recovery phase. 

Incorporating this, for both links and nodes, into an asset management plan would involve 
incorporating a scoring system for each of the three aspects to be assessed which would be 
best modelled on that used for condition and performance grading: 

1. Excellent – extremely robust 
2. Good 
3. Adequate 
4. Poor 
5. Awful – extremely vulnerable 

The aggregated score could be used in place of ‘criticality’ as a measure to focus attention 
on those assets which are most vulnerable. 


